Incident Management
System
All entities can benefit from effective communications,
coordination of activities, and resource management
that are core to an incident management system.
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The ongoing Covid-19 pandemic, weeks-long civil
disturbances, and numerous natural disasters
emphasize the need for effective incident management. No longer an exclusive practice of public
safety agencies, incident management system is
an essential capability to protect lives, property,
business operations, the environment, reputations, and stakeholder relationships. An incident
management system (IMS) can and should be
used for all incidents planned, forecast, or occurring that require activation of emergency operations, business continuity, IT disaster recovery,
and crisis management plans.
An incident management system is defined
by NFPA 1600 as “the combination of facilities,

equipment, personnel, procedures, and communications operating within a common organizational
structure and designed to aid in the management
of resources during incidents.” Implementation of
an IMS enhances communications, coordination,
efficiency, and effectiveness by organizing and
bringing together the functional roles necessary
to manage any incident.
Incident management dates back decades to
FIRESCOPE and the need to manage the significant resources deployed to suppress wildland
fires. Following the terrorist attacks of 9/11, the
National Incident Management System (NIMS)
was born out of the need to coordinate the roles
of agencies from all levels of government into a

Figure 1. Florida State Emergency Operations Center (SEOC), Tallahassee, FL. The State Emergency Response Team (SERT) Chief
briefs staff managing the state’s concurrent responses to the Covid-19 pandemic and Hurricane Isaias. (Photo by Preparedness, LLC)
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unified system. The tactical incident management
system is called the “Incident Command System”
or “ICS.”
Incident management does not have to be
complex. Only functions/positions that are necessary are filled. A competent individual assumes
command of a small-scale incident such as a
medical emergency and transfers command to
arriving paramedics.
A large-scale incident, or one with potential
to grow, would require a more substantial orga-

nization based on the actual and potential magnitude, complexity, and impacts of the incident.
A fire safety director may lead the building’s
evacuation team when the fire alarm sounds and
would conduct a roll call to verify that all persons
have been accounted for. The arriving fire department incident commander would unify command
with the fire safety director and assume command. If the fire required multiple alarms and
more resources, command would transfer to the
highest-ranking fire officer, and unified command

Figure 2. All incidents follow a similar path from detection or awareness to termination and potentially engage significant internal
and external resources over an extended time period. An incident management system provides the common framework for personnel
to communicate, coordinate, and manage resources to protect people, property, the environment, operations, reputations, and
stakeholder relations.
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would incorporate multiple agencies and the fire
safety director.
Major incidents involving or requiring many
resources and those with long duration such as
the Covid-19 pandemic, natural disasters, and
civil unrest require an organization that can be
sustained over days, weeks, and even months.
Significant incidents pressure team members to
work long hours, day-after-day, but overworking
staff is not safe or sustainable. An incident management team with defined roles and responsibilities grouped and organized under the common
functional titles of ICS allows for prompt and prioritized assignment of arriving personnel during
the initial stage of an incident and when rotating
personnel from operational period to operational
period.

Incident Command System

Incident management follows the principle of
a single incident commander and chain of command. In the public sector, command is vested
with authority by statute, and the paramilitary
organization of public safety agencies operating under elected leadership is always in place.
For example, elected officials have the statutory
authority to order evacuation in advance of an
approaching hurricane.
In the private sector, managers have authority based on their positions and day-to-day
areas of responsibility. However, emergencies are
not typically the day-to-day focus of most private
sector managers. Authority to order the shutdown
of plant operations and evacuation or sheltering
must be vested in a competent person or position
to ensure prompt action is taken to safeguard
people. During complex incidents, situation analysis, determination of clear objectives, and development of actionable tactical plans requires an
efficient organization and processes. Clear lines of
authority are necessary for decisions to be acted
on without delay.
A competent incident commander should
always be available, and a chain of command
should be established to ensure clear lines of
authority within the incident management team.
Emergency management, business continuity, IT
disaster recovery, and crisis management plans
(including crisis communications) must establish

command authority and vest authority in the
incident commander to delegate as needed. The
incident management team and IMS must immediately standup when an incident occurs, so that
incident commanders can direct and coordinate
resources to stabilize the incident.
Other principles of incident command include unity of command and unified command.
Unity of command is the principle that every
team member reports to, and receives assignments from, one person. This one-to-one relationship avoids the confusion and potential paralysis
from multiple bosses giving conflicting instructions to subordinates. When multiple public sector agencies (or multiple groups within a private
sector organization) respond to manage an incident, the principle of unified command states that
all agencies/groups establish one organizational
structure with common objectives to manage the
incident together.
When establishing teams, ensure supervisors
are not overwhelmed with an excessive number of
subordinates by following the principle of manageable span of control—each supervisor should
have no more than seven subordinates.
From the initial minutes of an incident until
termination, command may be transferred from
a first responder (e.g., an employee who discovers
an injured fellow employee) to a commander at a
higher level of authority and with the competency
required to manage the incident (e.g., arriving
paramedic who treats the employee). If the scope
of the incident expands to include other agencies
or departments, command may be transferred.
For example, if the employee was assaulted, police may assume command to protect a potential
crime scene and begin an investigation following
transport of the injured employee. Transfer of
command also occurs at the end of operational
periods and when incident management activities
transition from emergency response to recovery
operations.
Transfer of command requires briefing the
incoming incident commander and staff on the
current situation, response activities, incident
objectives and priorities, current organization,
resource assignments, incident facilities (incident
command post and emergency operations center),
and communications plans.
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ICS Organization

The ICS organization includes the following
positions, although only those needed are filled
during an incident. Summaries of roles and
responsibilities are identified in the table that
follows.
The Incident Commander (IC) is the person in
charge. The IC establishes incident objectives and
approves the Incident Action Plan.

Command Staff

The “command staff” report directly to the Incident Commander.
Safety Officer advises the Incident Commander regarding safety issues, prepares safety
briefings, and provides input to the Incident
Action Plan.

Public Information Officer is the authorized, on-scene spokesperson who delivers
messages that are developed by the crisis communications team, approved by the organization’s
leadership and Incident Commander, and coordinated with any public “Joint Information Center.”
Liaison serves as the point of contact for
representatives from other supporting response
organizations (e.g., public agencies, contractors,
and business partners).

General Staff

The “general” staff reporting directly to the Incident Commander includes Operations, Planning,
Logistics, and Finance/Administration. Operations supervises and conducts tactical operations
on-scene. Planning, logistics, and finance/admin-

Figure 4. The ICS organization is scalable meaning positions are only filled if necessary. Operations can include branches for
emergency operations, business continuity, and IT disaster recovery.
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istration functions are typically located within
the emergency operations center to provide single
points of contact to plan for, identify, procure, and
dispatch resources.
Operations is comprised of emergency operations, business continuity, IT disaster recovery,
crisis management, and crisis communications
teams. Multiple “branches” and “units” may
also be organized under operations based on the
breadth of tactical activities, geography, and need
to manage span of control.
Planning assesses current and potential impacts of the incident and provides input into the
Incident Action Plan (IAP). Resources to ensure
the health and safety of employees; contractors
to restore facilities, infrastructure, machinery
and equipment; and alternate facilities to execute
business continuity strategies may be identified
by the planning section of the IMS based on the
strategies and tactics in the incident action plan.
Throughout the incident the planning section
monitors ongoing operations to mitigate the
impacts of the incident and provides input to the
Incident Commander and leadership team as
they determine the need to adjust strategies and
tactics.
Logistics is responsible for managing the
requests for resources, manages delivery from
established inventories, and coordinates with
operations, planning, and finance/administration
to acquire resources that are not on hand.
Finance/administration handles procurement of approved requests and manages the
accounting of time (hours worked for non-exempt
employees and temporary labor), costs (facilities,
equipment, supplies, contractors, etc.), and insurance claims (property damage, worker’s compensation, and general liability).

Incident Detection & Reporting

Prompt and early detection of an incident maximizes available time to stabilize an incident. A
risk assessment should identify potential threats
and hazards—including those to reputation and
relationships with stakeholders—to inform the
need and responsibilities for surveillance. Ongoing surveillance of threats and hazards within the geographic region, facilities, operations,
infrastructure (including technology), customer

service, and media should be in place. The goal is
to identify potential threats and hazards and to
form reasoned intelligence, strategies, and tactics
for managing potential incidents. Technologies
for receiving forecasts of severe weather; industry-specific information sharing and analysis
centers (ISACs); and relationships with industry
groups and law enforcement can provide actionable intelligence.
Delayed detection and response to incidents
is common. Over-heating or over-pressurization
of vessel in a manufacturing plant may not be
detected on shifts when staffing is minimal or if
monitoring systems are misunderstood or ignored. Crises often occur when symptoms (the
“dots”) are not connected, for example when an
increase in customer service calls results from a
serious product quality issue.
Criteria should be established and communicated throughout the organization that defines
the circumstances for reporting incidents with
potential to threaten life, property, operations,
the environment, reputation, and stakeholder
relationships. Reporting procedures (an incident
reporting form with instructions), and methods
for communication (alarm system, telephone call,
email, mass notification system, etc.) should be in
place and tested periodically.

Managing an Incident

Plans should prescribe that upon identification
of symptoms or circumstances or the detection of
threats or hazards, appropriate emergency operations, business continuity, IT disaster recovery
and or crisis management team and public first
responders should be alerted. Upon alerting,
team members should assemble, physically or
virtually, to assess the potential impacts of the
situation, threat, hazard, or incident and determine the need for activating the incident management system.
Plans should define the criteria and practices
for establishing an incident command post; opening the emergency operations center (EOC); and
establishing communications between on-scene
incident commander and the EOC.
A situation analysis should be conducted
initially and periodically during an incident to
assess the current and potential impacts of the
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Table 1. Roles and responsibilities of Incident Command System positions.

General STaff

Command Staff

Command

Position

Primary Role

Tasks

Incident
Commander

Upon arrival at an incident, the highest ranking person will either assume
command, maintain command as is,
or reassign command to a third party
(e.g., public agency)

■
■
■
■
■
■

Safety

Advises the Incident Commander
regarding responder safety issues

Monitor Operations to ensure responder safety

Liaison

Serves as point of contact for representatives from other supporting
response organizations (e.g., public
agencies, contractors, partners)

Provide briefings to, and answers questions from, supporting organizations.
Maintains contact information for, and a status of, all resources available from
supporting organizations

Public
Information

Advises the Incident Commander on
information dissemination and media
relations

Obtain information from Planning and Incident Commander; coordinate with
Crisis Communications Team and or Crisis Management Team; serve as onscene public spokesperson to disseminate information approved for release

Operations

Directs and coordinates all incident
tactical operations

First General Staff section activated. Command tactical operations to achieve
goals of protection of life, property, the environment and to minimize business interruption:
■ Protective actions for life safety (evacuation, sheltering, etc.)
■ Protection of facilities and other property
■ Environmental protection
■ Other actions to stabilize the incident
■ Business continuity strategies
■ IT disaster recovery

Planning

Facilitates the planning process (e.g.,
documentation, display, and updating
of the Situation Analysis Report
[SitRep])

■
■
■
■
■

Facilitate the planning process with Command and Operations
Develop alternate strategies
Compile the Incident Action Plan and other documents
Maintain and displays situation report and resources
Engage technical specialists as needed

Logistics

Manage availability of resources
(e.g., staff, facilities, equipment,
supplies, communications, medical,
food, transportation, etc.)

■
■
■
■
■
■

Ensure communications capabilities established and maintained
Manage facilities
Provide basic human needs for team members (responders)
Coordinate health services
Manage the inventory, staging, and delivery of supplies
Coordinate transportation for team members

Finance &
Administration

Monitor, manage, coordinate, and or
report on procurement, time, costs,
compensation, and claims

■ Monitor incident-related costs
■ Procure resources (purchasing, vendor contracts, leases, etc.) in
coordination with Logistics
■ Coordinate payroll with Human Resources
■ Coordinate claims management (e.g., workers’ compensation, general
liability, etc.) with Risk Management

incident on life, property, operations, the environment, reputation, and relationships with stakeholder and the resources required and available
to manage the incident. Results of the situation
analysis should be compiled into a Situation Report (SitRep).
Recovery time objectives, operational deadlines, and resource requirements developed

Provide overall leadership
Perform all functions not delegated to others (e.g., sections)
Assess need for staff
Delegate authority to others
Establish incident objectives
Direct staff to develop the Incident Action Plan (IAP)

during the business impact analysis, inform
decisions about executing business continuity and
IT disaster recovery strategies. An analysis of the
potential impacts on stakeholders would inform
decisions on communications strategies.
Objectives should be established by the
Incident Commander and an Incident Action
Plan (IAP) developed by Planning and Opera-
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tions in accordance with established plans. Once
approved by the incident commander, tactical
operations would be conducted in the field. Planning, logistics, and finance/administrative tasks
would typically be managed from the EOC. IAPs
should leverage and reference existing plans to
the extent possible. Every incident is different,
and development of the IAP should address those
situations not addressed, or inadequately addressed, by existing plans. IAPs may be verbally
communicated for limited incidents but should be
written for significant incidents.
Initial and periodic briefings of teams should
share information, brief leaders, and inform
decisions about protective actions for life safety,
incident stabilization, executing business continuity and IT disaster recovery strategies, and
communicating with stakeholders.
Throughout the incident SitReps should be
updated and a chronological log of requests for
information and resources, important decisions,
and the status of resources (e.g., requests, approvals, procurement, and delivery) should be
maintained.

Facilities Supporting Incident Management
Multiple “facilities” support incident management and they should be established, equipped,
communicated to team members, and validated
through exercises.

Incident Command Post

An incident command post (ICP) is the location
where the incident commander directs emergency
operations. For a fire or hazardous materials incident, the incident commander (IC) would locate
at an ICP outside the hazard zone. The location
of the ICP may change depending on the hazard
location and meteorological conditions. For a
forecast incident such as severe weather, the ICP
could be co-located within the emergency operations center. The location of the ICP should be
broadcast to all first responders and coordinated
with public safety to ensure prompt unification of
command.

Emergency Operations Center

An emergency operations center (EOC) is a facility—physical (e.g., the “Conference Room A”) or

virtual (e.g., telephone conference call or online
meeting with shared desktop) designed to support
emergency response, business continuity, crisis
management, and recovery operations. The EOC
is the facility where team members assemble to
manage preparations for a forecast event or to
manage the response to an ongoing incident. By
gathering the decision makers together and supplying them with the best available information,
better strategic, tactical, and resource allocation
decisions can be made.
Standards call for establishment of primary
and backup EOCs. A conference or training room
equipped with communications capabilities, documentation, and supplies can serve as the physical EOC. It should be immediately accessible to
team members but not in proximity to significant
hazards. One of the many digital platforms that
include voice, video conferencing, screen sharing,
and document hosting, can serve as the “virtual”
EOC. These platforms can bring together team
members and leadership from facilities around
the world to manage incidents that affect a wide
area, multiple business units/facilities, and or
global supply chain.
The EOC should be equipped with communications equipment including wired and wireless
telephone communications, secure Wi-Fi or ethernet connections for laptops, electronic display
boards (monitors or projection units) to view and
edit documents, flipcharts with adhesive backing
for posting, and printers with ample paper supplies.

Communications Hub or Contact Center

If an incident has the potential to attract significant attention from customers, business partners,
the media, and other stakeholders, a communications hub or contact center should be established.
The hub brings together the crisis communications team, which must coordinate and communicate with the on-scene public information officer,
incident management team and executives who
provide strategic input and must approve communications to stakeholders.
A complement to the EOC, the communications hub or contact center can be physical or
virtual. The hub gathers information about the
incident, receives requests for information, and
communicates with stakeholders through multi-
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ple channels. Access to communications capabilities including news broadcasts, internet, mass notification systems, email, and incoming telephone
calls is essential. Likewise, those responsible for
updates to the entity’s website and social media
accounts should be plugged in.

Other Facilities

Alternate sites specified in business continuity
plans, shelter locations, media briefing facilities,
and other physical facilities should also be identified, equipped, and available to team members
and leadership, as specified in plans.

Plans Immediately Available in the EOC

An EOC should be equipped with or have access
to secure digital copies of emergency operations,
business continuity, IT disaster recovery, crisis
communications, and crisis management plans
and supporting information (e.g., facility information, hazards, resource lists, etc.). A best practice
is to maintain limited paper copies for immediate
use by team members until online access can be
established.
Job aids or worksheets that guide the opening of the EOC and for each functional position
within the EOC should also be provided and
immediately available. When an incident occurs,
the checklist guides opening of the EOC, setup
of equipment, assignment of functional positions
based on need, and placards, badges, or vests,
that identify the roles of persons within the EOC.
An incident management annex with the
following procedures is applicable to emergency
operations, business continuity, IT disaster recovery, crisis management, and communications
plans.
■ Incident reporting
■ Warning of persons potentially in danger
■ Alerting of first responders and team members
■ Plan activation and opening of the emergency
operations center
■ Establishment of communications and coordination with incident commander
■ Situation analysis to identify casualties, availability of required personnel, property damage,
business interruption, status of digital information and vital records, actual or potential
contamination of the environment, actual or

■
■
■
■
■

potential impacts to reputation and relationships with stakeholders, and other resources
for response, continuity, and recovery activities
Incident briefings
Planning meetings
Incident Action Plan development
Incident monitoring
Incident termination, demobilization, after-action reviews, and corrective action

During any incident, numerous channels of
communications between levels of the organization, facilities, customers, and suppliers are open.
Information needs to be gathered and analyzed
to distill actionable intelligence. Many forms are
available to document information, formulate an
action plan, and conduct briefings are available
online. Go to https://training.fema.gov/icsresource/icsforms.aspx.

Conclusion

A preparedness program to protect lives, property, the environment, reputations, and stakeholder
relationship is built on a foundation of understanding of risk—threats and hazards and their
potential impacts. It includes developing emergency operations, business continuity, IT disaster
recovery, and crisis management plans. Implementing an overarching incident management
system that can quickly bring together people,
establish communications, conduct a situation
analysis, and develop strategies and tactics based
on good intelligence, provides the greatest opportunity to achieve a successful outcome.
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About Preparedness, LLC

Preparedness, LLC is a client-focused risk consulting company. Our mission is to safeguard people,
protect property, minimize business interruption,
and protect an entity’s image and reputation. Our
vision is to thoroughly understand each client’s
business and become a long-term, trusted advisor.
If you have questions, or need assistance with the
development, implementation, or evaluation of your
preparedness program, please contact us.
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